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Technology Alliance Program 
 

Hitachi ID extends the reach of Blue Prism’s 

connected-RPA Platform, enabling automation 

access to high risk administrative accounts secured 

by Hitachi ID Privileged Access Manager. 
 
Blue Prism’s Technology Alliance Program (TAP) Partnership with Hitachi ID enables secure automation access 
to high risk accounts secured by Hitachi ID Privileged Access Manager. The integration with Hitachi ID adds the 
critical skill of Knowledge & Insight and Planning & Sequencing to Blue Prism Intelligent Automation. Now, 
enterprises can harvest information from different data sources, understand it, and deliver helpful insights 
while optimizing workloads in a Blue Prism Digital Worker’s defined workflow.  
 
Intelligent Automation frequently requires access to systems using sensitive credentials. Hitachi ID Privileged 

Access Manager secures these credentials and can be configured to grant access only to authorized 

configurations of Blue Prism workflows.  

 
Robotic Process Automation (RPA) requires credentials to systems and applications to function. These 

credentials are often sensitive and should be secured. Hitachi ID Privileged Access Manager (HiPAM) handles 
this process by periodically randomizing and vaulting passwords, while providing a secure API for password 

retrieval. 

 
Together, HiPAM and Blue Prism make accessing high risk systems and environments easier, while increasing 

both security and scalability of the overall solution.  

 

Simplify Control & Access to Privileged Accounts  
Credentials to systems that are subject to regulations ranging from SOX to GDPR must be rigorously secured. 
This means regular password changes and strongly authenticated, authorized and audited access.  

 
When Blue Prism’s Digital Workforce leverages such credentials, the process being automated must itself be 

validated. This is to ensure the correct configuration of the process is allowed access while preventing 

malicious insiders from modifying Blue Prism automation, altering processes to exfiltrate credentials or cause 
other kinds of harm. 

 
Hitachi ID Privileged Access Manager periodically randomizes managed passwords, stores them in a secure, 
geographically distributed, encrypted and controlled credential vault and provides an API to fingerprint Blue 

Prism processes before granting access to vaulted credentials. 
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Technology Alliance Program 
 

Hitachi ID Systems is an identity and access 

management leader and innovator, delivering 

deployable and manageable identity, entitlement and 
credential governance solutions improving IT security, 

supporting internal controls and regulatory 
compliance. 

 

Hitachi ID Privileged Access Manager is an industry 
leading solution for securing access to elevated 

privileges, including shared, administrator and service 
accounts. It brokers access to these accounts on 

behalf of people (e.g., IT administrators) and 

processes (e.g., Blue Prism workflows). 

 

Summary 
Blue Prism integration to high risk accounts managed by Hitachi ID Privileged Access Manager enables 

automation workflows to access secured, randomized, vaulted and audited credentials. The integration 
protects against credential exfiltration by both authorizers who may have compromised a worker system and 

by insiders who might make malicious (but authorized) changes to workflow definitions.  
 

Prior to granting access to credentials, HiPAM can fingerprint the machine where its API was invoked, user IDs, 

domain membership, the Blue Prism Automate process itself and the configuration of the Blue Prism workflow 
that caused it to be called. Sophisticated key management, data replication and caching ensure that access to 

credentials is performant and highly fault tolerant. 

 
About Blue Prism 
In this digital era, only the most agile, innovative enterprises survive and thrive. At Blue Prism, we pioneered Robotic 

Process Automation (RPA), emerging as the trusted, secure intelligent automation choice for the Fortune 500 and public-
sector market. Now we bring you connected-RPA supported by the Digital Exchange (DX) app store—marrying internal 
entrepreneurship with the power of crowdsourced innovation. Blue Prism’s connected-RPA allows your people the 

freedom to focus on more creative, meaningful work. Visit www.blueprism.com. 

 

About Hitachi ID Systems 

Hitachi ID Systems, Inc. Is a leading provider of identity management solutions. Hitachi ID Management Suite has been 

licensed by hundreds of mid-to large-sized organizations worldwide. Hitachi ID Systems solutions enable organizations to 
effectively manage every aspect of the user lifecycle. Hitachi ID Management Suite includes Hitachi ID Identity Manager, 

Hitachi ID Password Manager and Hitachi ID Privileged Access Manager. For more information about Hitachi ID Systems, 
Inc. and its products, please visit the corporate web site at http://hitachi-id.com or call 1.403.233.0740. 

http://www.blueprism.com/

